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Dear Valued Customer,

Impersonation scams are on the rise with scammers
contacting victims pretending to be persons of authority
such as employees or representatives from a financial
institution. We have put together some samples of common
impersonation scams and the tactics scammers use for

TECH SUPPORT SCAM

Unsolicited calls, supposedly from your

@ internet service provider, claiming that your
%b Wi-Fi network has been compromised by

your reference.

hackers.

Pop-up alerts on the internet browser
claiming that your computer has been

compromised. The alert message will solicit

& you to call the number on display for

assistance, leading victims to believe it is
legitimate.

GOVERNMENT OFFICIAL IMPERSONATION SCAM

Unsolicited emails from tax authority

claiming inconsistencies in submitted tax
returns and instructing recipients to click
on a fraudulent link to make payment.
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Unsolicited calls from scammers
pretending to be a policeman and
instructing victims to transfer monies to

assist with investigation.

Unsolicited calls or emails from scammers
pretending to be an employee of a financial
institution claiming that your identity has

been used for illegal activities.
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HOW TO PROTECT YOURSELF

Never reveal log-in credentials, bank
account details, credit card details or
personal information to anyone. AlA

200 Singapore insurance representatives and

staff will never ask you for your personal

log-in credentials such as password,
one-time PIN (OTP), security token,
unlock code, etc.

Never authorise a transaction or log-in

unless you know its purpose.

Should you receive an unsolicited call,
always verify the identity of the caller and
its intent by calling the official contact
number of the organisation.

Scammers can target any one and scams can occur at any
time with potentially devastating consequences. Always stay
vigilant when performing online transactions and do not
divulge log-in credentials to anyone or perform suspicious

online transactions.

Contact the organisation immediately when unsure of the
details or intent of an unsolicited request.

For more information on how to protect
yvourself from scams, please visit AIA
Singapore’s security webpage using the QR

code.

Contact us at 1800 248 8000 or +65 6248
8000 (from overseas), Mondays to Fridays
between 8:45am and 5:30pm should you
suspect any fraudulent transaction or

unauthorised access to your account.

The One-Stop App For Your Insurance And Health Needs

Download the My AIA SG app and
enjoy greater convenience today!

» GETITON £ Download on the
Google Play @& App Store
iy and e Gocgle Play iog

tangle P gle Play o
are trademarks af Google LLE

FOLLOW US

f 2 © in

Copyright© 2022, AIA Group Limited and its subsidiaries. All rights reserved.

This service communication is associated to your insurance/ investment policies held with us.
Please do not reply to this email.

Privacy Statement



https://one-alnk.com/x1e4pkKV1lb2A2Nnu-ZPXo9TcgNiYeAy0Kr_Fn8xDnMwc88Hw1RDUYssW5NyuVBkaiRnZ-9g7kqta5c75qiTFFiog/x1eF7sljQJeKaq4RLP4InCDH8ZdtjlddCpJmx1a-W9VGKECpUsmHCQMDsxt6-9ZjEVpOfv3C8xUwZSV6FbxfHUprq5v3ZYjQ58aIwcIpKar4R0sZ7fUUhp6bjxGZivD-W4XZysuTHjh1QzBmK5Z9fivJ1se-9ilAxuhmkrpiHWMy6xrhLbqt8xLj6EMhAGSK_LDm9ju2EncU5OuwTBwbNxUlxX-p_ULgvp6nsFhK9_iKR8/
https://one-alnk.com/x1e4pkKV1lb2A2Nnu-ZPXo9TcgNiYeAy0Kr_Fn8xDnMwc88Hw1RDUYssW5NyuVBkaiRnZ-9g7kqta5c75qiTFFiog/x1eQ-chVZTac5JEi7khpLUOv_s0Kcd8ONQM0eiftyeZLmRFnlknQzEmuAtiYElnxqxyHI7w8pHOjNb5Tpsc5vpDeJv_TJTF9-rHmPtQcUHTr11-o4i3jlfq7734UMuNO9UPLDmEfFoQ9mZdTL7ul2Xqdnk5B0tvoFWh5NUTF6Q4GyA/
https://one-alnk.com/x1e4pkKV1lb2A2Nnu-ZPXo9TcgNiYeAy0Kr_Fn8xDnMwc88Hw1RDUYssW5NyuVBkaiRnZ-9g7kqta5c75qiTFFiog/x1eROPWwdsqR0qADtiPUmhc0R-zJ8TYjj0w7AdaTDZ5NHiyfplKv2D7a25vxF7TlXDzRsKkd3ImsNylfwWj0m7TU64cAI6M8WYcx1LtjNXHdljnxLBDIu1OPfJVrIeXVY2PKrj3q2Lz5z1My_ELBcTAOQ/
https://one-alnk.com/x1e4pkKV1lb2A2Nnu-ZPXo9TcgNiYeAy0Kr_Fn8xDnMwc88Hw1RDUYssW5NyuVBkaiRnZ-9g7kqta5c75qiTFFiog/x1evKyxnJWaAm2FykREzXQTZp4OcuktsMaoEKTwwFxdyJwW3RFUrxMD97Vn7b4VklRM4GZgVy1Up9a1ROAQAWy3Fg-3CTuM5girRZY8VjJe1guyXTS553Sw2pnHIDWiK-v4Y6T3tSXPqnSgjrcePB4YTA/
https://one-alnk.com/x1e4pkKV1lb2A2Nnu-ZPXo9TcgNiYeAy0Kr_Fn8xDnMwc88Hw1RDUYssW5NyuVBkaiRnZ-9g7kqta5c75qiTFFiog/x1ePoeGQiWUdn2YRWcUa1mUfNKGq2BJZPMhSXcuK0XbHGEpElOvaBdRsQtTIzxAS2QhpxmENhN4RBNbg6QY7K7bL1ju-IRhHlRWuhsz2YrCBKPkAhrhRoInG0mcNjPypHZr3C_RPsw0oe_ddoE0oBeMpw/
https://one-alnk.com/x1e4pkKV1lb2A2Nnu-ZPXo9TcgNiYeAy0Kr_Fn8xDnMwc88Hw1RDUYssW5NyuVBkaiRnZ-9g7kqta5c75qiTFFiog/x1ekIFhBROdAstYHMvLeuSxqBL2mHPBKzQNG7h_7BREavU8Lqthu4-1-kyPHw1Q3k9fy1E2jvv5f-3gs1_SX4UmYo83GZKuuiwpR3GVW0WezEZVLOa_Hpo0MjbVKYgGlPPnYjGghst6UD4KQu5OqR4Ry52V3i2MJ7vsSGywMWGRWFM/
https://one-alnk.com/x1e4pkKV1lb2A2Nnu-ZPXo9TcgNiYeAy0Kr_Fn8xDnMwc88Hw1RDUYssW5NyuVBkaiRnZ-9g7kqta5c75qiTFFiog/x1e6Kdk2Bv2DWlBD9qMFC-okdZ61sPmx2gkX0SFDdbPLfhFN0PDZvG9J90MKTcgleiw-lljq22D-90XT-lJjLs0oMtCvnsiAWOs5cC2kIOjd0lq1PlNpif5v2UD1wlrU0XwIMEPTyCYyxOPU3MTMExd7YrLXQjM80ha3gNT-tcfsFU/

	connectingwithaia.aia.com.sg
	Beware of Impersonation Scams


